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Definition

Part, corresponding to a physical region, of a
wireless mobile network (along with related func-
tionality), within which location information is
concealed. The objective is to enhance user loca-
tion privacy, making it hard to link user (or the
user’s mobile computing device) actions over
time and across space.

Background

The mix-zone concept was first proposed in
Beresford and Stajano (2003) and then refined
in Beresford and Stajano (2004), considering
user location privacy in emerging, at the time
of the aforementioned publications, wireless
mobile networks towards, eventually, pervasive
connectivity and network access. The idea of
a mix-zone for location-aware or location-
based services and applications is analogous
to the notion of a mix-node in an anonymous
communication system (Chaum 1988). Simply

put, mix-zones allow mixing identities of mobile
nodes, temporarily unobservable, thus enhancing
the unlinkability of their actions. Mix-zones have
been revisited, discussed as relevant, and further
investigated in a multitude of settings associated
with mobile computing use cases over the years.
A well-received and broadly considered concept
in the research literature, it remaines, to this date,
in the research realm.

Theory and Applications

Nomadic wireless connectivity, thanks to Wi-
Fi and cellular data communication (third gen-
eration (3G) or fourth generation (4G)), along
with mobile computing platforms with Global
Navigation Satellite System (GNSS) receivers or
other positioning technologies, paved the way for
a multitude of location-aware or location-based
services and applications. Extensive, over time
and possibly across large spaces, and often fine-
grained position information can be invaluable
to users (e.g., to obtain precise location-relevant
data) and network operators (e.g., to optimize
functionality). In contrast, such position data can
unwillingly reveal to an observer sensitive user
information, or allow inferring it based on col-
lected messages (revealing locations, identities,
and other user- and application-specific data).
This concern motivated a large body of work on
preserving or enhancing location privacy. A wide
gamut of mechanisms designed by the research
community, with subsets of those adopted in
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standards or incorporated in products, address
this problem: eliminating or reducing the knowl-
edge of a user’s (his/her device’s) position, past,
current, or future.

The notion of mix-zones was introduced
exactly with this intent in mind: to enhance
user location privacy, that is, to make it hard
for an observer to connect, to track, the user
whereabouts over long periods of time. The
initially considered observer was that of a not
fully trusted application (Beresford and Stajano
2003), which would typically receive updates
on user presence in specific spaces (zones).
Mix-zones were introduced as regions within
which, in contrast, none of the (present
or registered as part of a certain group)
users/devices provide location information
to the said application. Ensuring this is so,
specific middleware was presumed, regulating
the flow of such information: when in a mix-
zone, no location data are to be revealed by
the user/device (note: we use, without loss of
generality, the terms interchangeably for the rest
of this discussion).

This privacy-enhancing approach leveraged
the preexisting notion of a pseudonym, initially
proposed in Chaum (1981), a temporary identifier
and credential that does not reveal the actual
identity of the device. A pseudonym is to be used
in a specific context (e.g., for a short period of
time, for a specific application, or a specific
region), in lieu of the actual identity (and,
possibly, the corresponding credential) of the
device. In addition to the mobile device possibly
swapping from one pseudonym to another at
any time and place, mix-zones were introduced,
precisely as regions within which identities, that
is, pseudonyms, are mixed. In fact, devices are
expected to change to a new unused pseudonym
when they enter a mix-zone. As a result, over
time, two or more pseudonyms of the same device
can be increasingly difficult to link. The larger the
number of users/devices associated with a mix-
zone, the larger the corresponding anonymity set.
Intuitively, the more numerous the devices that
can be changing from one identity (pseudonym)

to another, the higher the uncertainty from the
viewpoint of the observer/adversary.

Mix-zones are broadly relevant for any
location-based or location-aware application,
even more so if communications (actions)
revealing location (and identity) information
are more frequent and extend over significant
periods of time. The mix-zone placement,
their dimensions, and the management of the
user identities (actual and pseudonymous)
and credentials depend on the actual mobile
computing system design. Accordingly, the
instantiation of mix-zones can vary, notably in
terms of the mechanism that restricts the flow of
location information towards the observer.

Vehicular communication (VC) systems,
notably secure and privacy preserving VC
systems (Papadimitratos and Hubaux 2011), were
a new application area for mix-zones. Naturally
so, because their functionality, notably the so-
called cooperative awareness messages (CAMs),
reveal precise location information of the vehicle
on-board unit (OBU), several times per second,
throughout a vehicle trip. CAMs and other types
of messages can be collected by any passive
receiver in a straightforward manner: typically,
VC messages are mostly unencrypted, especially
those for transportation safety and efficiency.

Aligned with the use of pseudonyms jointly
with mix-zones, a main design choice for secure
and privacy preserving VCs has been to provision
each OBU with multiple pseudonyms, in this
context, anonymized certified public keys, each
with its corresponding private key. OBUs digi-
tally sign, for example, CAMs with one private
key while nearby receivers validate the signa-
tures with the corresponding pseudonym (IEEE
1609.2). Vehicles change to another pseudonym
after a (preferably) short period of time, e.g., a
few minutes. Swapping to the next pseudonym
can be at the discretion of the OBU, perhaps
influenced by user preferences, or at predefined
points in time, and, overall, based on VC system-
or domain-wide policies (Papadimitratos et al.
2008).
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An impromptu emergence of a mix-zone
is possible, with each vehicle transitioning to
another pseudonym during a period of silence.
That is, a period during which OBUs temporarily
cease to transmit, e.g., CAMs, desirably so in
the presence of several other vehicles (Buttyan
et al. 2007). With a commonly available, at all
vehicles, modus operandi on how (i.e., when
and where) to initiate such silent periods,
location information can be held from the
adversary/observer. In the VC context, the
adversary can have, for example, a large set of
access points or base stations deployed across a
city or along freeway, receiving all or most of the
VC transmissions in the same area.

An alternative approach is to deploy mix-
zones leveraging existing network infrastructure,
notably in VC systems and roadside units
(RSUs). The idea is to avoid the silent periods,
which may affect the system functionality, but
rather construct the necessary concealment of
traffic. This is done with the creation of a
cryptographic mix-zone (CMIX) (Freudiger et al.
2007). Each RSU distributes a symmetric key, the
specific CMIX key, to all approaching vehicles,
so that these vehicles/OBUs can encrypt all
transmissions and effectively conceal location
and other information from an external observer.
At the same time, while in the CMIX, all
vehicles are to change to a new pseudonym.
With potentially any vehicle able to essentially
join a mix-zone when in proximity and make
the needed own pseudonym change, privacy is
enhanced. Intuitively, the more numerous the
mix-zones, preferably placed in locations that
can involve numerous vehicles, the higher the
uncertainty for the adversary: the more difficult
to link pseudonyms and the less likely it is to
track any given vehicle.

Open Problems and Future Directions

Equipping each mobile platform (e.g., smart
phone or OBU) with multiple pseudonyms, to
be used for a short period of time, is generally
applicable, beyond the notion of mix-zones. The
more frequent the pseudonym changes are, the

shorter the period messages (and related actions)
of a given device can be trivially linked. One
can consider anonymous authentication, e.g., in
the VC context (Calandriello et al. 2011), or
single-use pseudonyms (Khodaei et al. 2018) if
needed. However, location-aware or location-
based applications may require linkability over
short periods of time; for example, in the
context of pervasive computing and nomadic
connectivity, while in one application zone
(Beresford and Stajano 2003), or for VC systems,
to facilitate transportation safety applications,
e.g., predicting a potentially dangerous maneuver
(Papadimitratos et al. 2006). In either case, the
objective is to seek unlinkability over long(er)
periods of time, with a design that assumes and
accepts short-term linkability.

It is important to note that it is likely to con-
nect two (or more) successive pseudonyms of the
same device, leveraging the pseudonyms alone
(that is, information included in the pseudonym,
such as its validity period/lifetime or its issuer),
or by exploiting data in the transmitted messages
(e.g., the coordinates of the transmitting devices),
or background knowledge on the mobility pat-
terns of the involved platforms (e.g., movement
in known road or building or space layouts).
The methodology for linking inferences by an
adversarial or curious observer is orthogonal to
the notion of mix-zones. But the dimensions
and the geometry of each zone, the underlying
space limitations (e.g., the shape of an atrium
or a hallway, or the shapes of road junctions or
highway ramps), as well as the density, spacing,
and placement of mix-zones can affect the level
of the achieved unlinkability.

Assuming a budget for the deployment of mix-
zones, e.g., the number of infrastructure entities,
an optimization problem can be formulated to
choose a placement that maximizes a location
privacy metric and improves significantly over
a random placement of mix-zones (Freudiger
et al. 2009). The mix-zone geometry can facilitate
linking, when vehicles are entering and exiting a
mix-zone at times that are not hard to correlate.
Taking into account, for VC systems, the road
network and the mobility can help improve the
mix-zone design towards improving unlinkability
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(Palanisamy and Liu 2015). In case of small
numbers of mobile users, it remains likely that
correlations, based on timing and other informa-
tion, are not hard.

The remedy can be the generation and trans-
mission of decoy messages around mix-zones,
to confuse the adversarial observer (Vaas et al.
2019). The challenge is to design such enhance-
ments to mix-zones without requiring informa-
tion from the mobile devices/users, while keeping
the transmission cost low, and adjusting to the
network mobility. Along these lines, a cooper-
ative approach to disseminate the decoy traffic
(Khodaei and Papadimitratos 2020) can signif-
icantly improve location privacy for differing
geometry, density, and mobility situations.

With concrete results in hand, it is interest-
ing to investigate how to broaden the adver-
sary model. For example, along the lines of pre-
serving location privacy in the face of honest-
but-curious service providers (Jin and Papadim-
itratos 2019), (Gisdakis et al. 2016), consider
honest-but-curious entities; in this context, for
example, RSUs that instantiate a mix-zone. Or,
consider collaboration (collusion) of honest-but-
curious entities, or entities that undertake non-
cooperative actions that can affect the operation
(or level) of protection of any mix-zone scheme.
With some consideration in pre-standardization
investigations, e.g., (ETSI 2018) and based on the
aforementioned developments, the concept could
be deployed in future systems.

Cross-References
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